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Friendcom has always been committed to technological innovation. Our aim is to provide
customers with timely and comprehensive service. For any assistance, please contact our
Shenzhen headquarters:

FRIENDCOM TECHNOLOGY CO., LTD.

6th Floor, 17 Building, Guangqian Industrial Park, Xili Town, Nanshan District, Shenzhen, 518055,
China

Tel: +86-755-86026600 +86-755- 23230320

Fax: +86-755-86026300

For technical support, or to report documentation errors, please visit:
http://www.friendcom.cn
Or email to: sales@friendcom.com

NOTICE
Information in this document has been carefully reviewed and is considered to be accurate.

However, Friendcom assumes no liability resulting from any inaccuracies or omissions in this
document, or from use of the information obtained herein. Friendcom reserves the right to make
changes to any products described herein and reserves the right to revise this document and to
make changes from time to time in content hereof with no obligation to notify any person of
revisions or changes. Friendcom does not assume any liability arising out of the application or use
of any product described herein.

COPYRIGHTS
This manual and Friendcom products described herein may include or describe copyrighted

Friendcom material and are considered technical proprietary of Friendcom CO., LTD. Accordingly,
any copyrighted material of Friendcom and its licensors contained herein or in Friendcom products
described in this manual may not be copied, reproduced, distributed, merged or modified in any
manner without the express written permission of Friendcom.

TRADEMARKS
—

Frlend Com and Friendcom logo are registered Trademarks. All other product

or service names which are mentioned in this document are the property of their respective
owners.

Copyright © Friendcom Communications 2020. All rights reserved.
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About This Document

Scope

Scope of this document is to presents features and application of Friendcom WSL05-A0
LoRaWAN series modules.

Audience

This document is intended for system engineers (SEs), development engineers, and test
engineers.

Related Documents

LoRaWAN loT Industrial Gateway GW300 Product Specification
GW300 LoRaWAN Gateway Installation Manual

Conventions

Symbol Indication
A This warning symbol means danger. You are in a situation that could cause fatal device
Warhing damage or even bodily damage.

1 Means reader be careful. In this situation, you might perform an action that could result in
Cau'ﬁon module or product damages.

Means note or tips for readers to use the module.

—
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History
Issue Date Change
1.0 2019-12 Initial draft
11 2021-01 Changes have been made to the content of the gateway into

the TTN server
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1 Introduction
GWa300 is an intelligent gateway for industrial Internet of Things integrating Lora, WiFi,

4G/3G, GPS and POE functions. It can be applied to smart agriculture, smart city,
wireless meter remote collection, M2M/LPWAN, fire safety and other fields. It is
independently developed by FRIENDCOM (Shenzhen) Co., Ltd.GW300 has the
characteristics of simple operation, convenient installation, high reliability, high waterproof
rating, etc., which can be easily realized in a variety of complex environment.

The LoRaWAN communication structure block diagram is shown as follows:

LoRaWAN Gateway
4 )

LoRaWAN

/ WIFI  <«—p / Node 1

SX1301 /
Network  <«——» 46136 «—» ARM + ——  LoRaWAN

Server <« SX1257/ T | ® Node2
\ SX1255 \

\ Ethernet <+—» s«
LoRaWAN

Node n
NS J

Figure 1-1 LoRaWAN communication structure block diagram

2 Product Overview
2.1 General Description

GW300 Gateway integrates Lorawan, WiFi, 4G/3G, GPRS and POE functions. WiFi
supports AP mode and Station mode (not yet open), POE power supply and external DC
power supply, and supports 4G wireless or Ethernet connection to Network Server.GW300
supports WIFI wireless function, and supports external devices to be configured through
WIFI access gateway. At the same time, the built-in GPS module in the gateway can
provide accurate positioning function, which is convenient for users to manage the location
information of terminal devices.

The GW300 Industrial Gateway features a high-performance Tl Cortex-A8 core and
integrates the SX1301+SX1257 LoRa baseband processing chip to support eight multi-SF
channels (SF12 to SF7), one single-SF channel and one high-speed GFSK channel. The
output power can be up to 26dBm and the sensitivity is -141dBm@SF12. A single gateway
can access tens of thousands of nodes under specific transmission periods and data
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GW300 gateway is divided into several sub-models according to different frequency bands,
and the frequency band information of each sub-model is shown in the table below:

Table 2-1 GW300 gateway sub-model frequency band

Model Frequency range Support
GW300-470 470MHz~510MHz CN470
GW300-868 862MHz~870MHz IN865, EU868
GW300-915 900MHz~930MHz AU915, US915, AS920, AS923

2.2 Technical Specifications

Technical specifications of GW300 gateway are shown in the following table:

Table 2-2

GW300 Technical specifications

Item

Project name

Functional description

System
Configuration

Kernel

TI Cortex-A8

Main frequency

800MHz

RAM

256MB DDR3 SDRAM

Flash

256MB NAND Flash

Operating system

Linux 3.18.91

Communication
mode

WAN Port 10/100/1000Mbps Ethernet with PoE

LAN Port 10/100Mbps Ethernet

WiFi 2.4~2.4835GHz, the highest rate is 150Mbps
GPRS/3G/4G Support LTE-FDD, LTE-TDD, WCDMA, TDSCDMA,

CDMA, GSM

Wireless transmission

LoRa

Electrical
characteristics

Power supply input

PoE +48V input, IEEE 802.3 af/at

10~56V DC input

Average power | 5W
consumption typical
Maximum power | 15W (full load operation)

consumption typical

LoRa output power

Typ. 14dBm@868MHz

LoRa receiving sensitivity

-141dBm @ SF12, BW=125KHz

User interface
(external interface)

4G antenna interface

Wireless network connection network server

LoRaWAN
interface

antenna

LoRaWAN wireless data collection

GPS antenna interface

Connect external GPS antenna to output GPS position
information
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WiFi antenna interface

AP mode supports external device connection gateway

PoE interface

10/100/1000Mbps Ethernet wired connection network
server

External DC
supply interface

power

10~56V DC input port

Working
environment

Operating temperature

-40°C~+85°C (WiFi -10°C~+50°C)

Storage humidity

-40°C~+85°C (WiFi -40°C~+70°C)

Operating humidity

10% to 90% RH non-condensing

General
characteristics

External dimensions

230(L) x 230(W) x 100(H) mm

Weight

3.05kg

Installation mode

Pole mounting

2.3 Technical Specifications

Technical specifications of GW300 gateway are shown in the following table:

Table 2-3

GW300 Software Specification

Item

Functional description

Internet Connectivity

- thru 3G/4G

- thru WAN port with fixed IP/ DHCP client/ PPPoE

WiFi Configuration

SSID/ Encryption

Network Configuration

- DHCP server for IP leasing

- Diagnostics with Ping, TraceRoute and NSlookup

System Status

configuration

- Kernel Log shows ke

connections

- Overview with system, software version, memory usage and wireless

- System Log shows system console information

- Processes shows running process information

- Real-time graphs shows system load, inbound/outbound traffic and IP

rnel information

LoRa Information

- Supported spreading

- Current LoRa channel configuration and Gateway ID

- External network server configuration and logs

factors

Time Sync

- Support Network Tim

- Sync up with browser’s time

e Protocol (NTP)

Firmware Upgrade

- Thru USB port

- Over-the-air (OTA) upgrade
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2.4 LoRa Specifications

The LoRa specifications of GW300 gateway are shown in the following table:

Table 2-4 GW300 LoRa Specifications

Item Functional description

Protocol Standard LoRaWAN™ Specification V1.0.2

- Class A: supported
LoRa Classes
- Class B: to be supported in later release

- Class C: supported

ADR Adaptive data rate is supported to control the spreading factor of nodes

- Activation-by-Personalization (ABP)

- Over-the-Air Activation (OTAA)

Activation

MAC Commands LoRaWAN™ Specification V1.0.2

3 Hardware Resources

GW300 gateway in order to user easy to use, retain some user interfaces for user
debugging, such as a key to restore factory Settings button, USB firmware upgrade
interface, LAN interface, etc. At the same time, you can know the working state of the
gateway according to the state of the display light on the motherboard.

3.1 Network Interface

The GW300 gateway provides a standard Ethernet interface, as shown below:

Figure 3-1 GW300 Network Interface
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The description is as follows:

Num Description
@ WAN port, POE connection port, used to connect to a wide area network
® LAN port, can be directly connected with the PC end, through access to the

Web interface for parameter configuration
USB port, available for gateway firmware upgrade

3.2 Power Interface

The GW300 gateway provides POE and direct power supply, and the direct power supply
adopts DC power supply. The interface is shown in the figure below:

Figure 3-2 GW300 Power interface

The description is as follows:

Num Description
@ TF card holder, debug port, not open
@ Direct DC power supply interface, power supply range 10~56V
® SIM card holder, for 4G uplink network, currently supports micro-SIM card

3.3 The Button

GW300 Gateway supports one-key restoration of factory Settings. Two keys are retained on
the gateway motherboard, as shown in the figure below:
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Figure 3-3 GW300 Button
The description is as follows:

Num Description
@) Processor reset button, press the system reset and restart
® Restore factory Settings button. After pressing, all parameters will be restored to
default configuration. Long press 5s or more is effective

Note After the factory Settings button is pressed, all parameters will be restored to their default configuration.
At this time, all parameters need to be reconfigured.

3.4 Indicator light

GW300 can know the working situation through the status of the indicator light, which is
convenient for users to debug, as shown in the figure below:

WU
. GND

o
2
o
=
&=
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Figure 3-4 GW300 Indicator light

The description is as follows:

Num Description

The red color, which flashes when the factory Settings are restored, indicates that
the gateway is performing the factory Settings restoration action

Green, always bright indicates that the gateway network connection is normal, can
surf the Internet

4 Quick Start

GW300 has two ways to enter the configuration mode through wireless WiFi and wired LAN
network port.In the wireless way, the gateway is connected to WiFi to access the hot spots
routed from AP mode.In wired mode, the LAN port on the gateway mainboard is directly
connected through PC, and the parameters are configured through Web interface.

4.1 Web interface login

GW300 built-in Web interface for users to configure parameters, users can access
"192.168.1.1" to enter the Web configuration interface.Default login username: root and
password: friendcom.GW300 factory default AP mode, provides two ways to log in the Web
interface.

D Open the wireless scanning device SSID (WiFi name) through the computer, find the
wireless network of "Lorawan-GW-Friendcom", click the connection network, enter the
default password "Password" to connect to the WiFi hotspot of GW300, and access
192.168.1.1 with the browser to enter the Web configuration page.

2 Connect directly with PC through LAN interface using network cable, access
192.168.1.1 using browser to enter Web configuration page.

The login steps for GW300 are as follows:

Step 1: Enter IP "192.168.1.1" in the browser and open the interface as shown below:
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L TR, ﬂf@

Friendcom®

Authorization Required

Ple

ase enter vour username and passworc

Username
root

Password

Figure 4-1 GW300 login interface
Step 2: Enter Username and password. Default Username: root;The Password: friendcom,
login interface is shown below:

) | AUTO REFRESH ON |
B TAE) il

Friendcom®

Status System
Overview
Hostname Friendcom
Firewall
Model TI AM335x BeagleBone Black
Routes
Firmware Version OpenWrt Chaos Calmer 15.05.1 unknown / LuCl for-15.05 branch (git-18.097.75958-5537d68)
System L
el 09 Kernel Version 31891
Kemel Log Device Version GW-001-02
Ereeas Software Version 1.2.0
Reattime Grphs Local Time Wed Jul 24 07:32:08 2019
System Uptime 8d 5h 40m 44s
Network Load Average 133,113,110
Logout Memory

Total Available

Free

Buffered

0 kB /250316 kB (0%)

Figure 4-2 GW300 Login interface

GW300 Web The general interface menu is as follows:
—IRSEEg
Status : mainly displays the Status of the system

Network : Network related configuration, provides the gateway
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Internet mode setting, Network testing and other functions
System : Common System Settings

Logout : Exit the configuration

4.2 Status

The Status menu contains the following categories: Overview, Firewall, Routes, System Log,
Kernel Log, Processes, and Realtime Graphs, which are described below.

421 Overview

The Overview category can be used to view system status, memory usage, and network
Settings, as shown in the figure below:

System
Hostname Friendcom
Maodel T1 AW 335x BeagleBone Black

Firmware Version
Kernel Version
Device Version
Software Version
Local Time
Uptime

Load Average

Memory

Total Available
Free

Buffered

Network

IPv4 WAN Status

IPve WAN Status

Active Connections

OpenWrt Chaos Calmer 15.05.1 unknown / LuCI for-15.05 branch {(git-18.097.75958-5537d68)
3.18.91

GW-001-02

1.2.0

Wed Jul 24 09:42:17 2019

8d 7h 50m 53s

110,112,110

D kB / 250316 kB (0%)

Type: dhep

Address: 172.16.3.1
Netmask: 255.255.255.0
Gateway: 172.16.3.254
DNE 1: 202.06.128.86
DNS 2: 202.96.134.133
Connected: 5d Sh 2m 4s

=
&=
ethl

? Not connected

80/ 16384 (0%)
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DHCP Leases

Hostname IPv4-Address MAC-Address Leasetime remaining

A17003656PC 192.168.1.232 60:14:b3:c3:cfifd 11h 55m 58s

DHCPv6 Leases

Hostname IPv6-Address DUID Leasetime remaining

There are no active leases.

Figure 4-3 Overview Interface
In the upper right corner of the Overview screen, there is an "Auto Refresh On/Off" button in

the upper right corner of the panel. This function refreshes the status data every 5
seconds.By default, it is "Auto Refresh On" (green state). Click the Change button to turn
this function OFF, that is, "Auto Refresh Off" (gray state).

4.2.2 Firewall

The Firewall is used to view Firewall status information, including IPv4 Firewall and IPv6
Firewall.

4.2.3 Routes

The Routes is used to view the ARP table and IPv4 / IPv6 routing information, as shown
below:

ARP
1Pv4-Address MAC-Address Interface
172.16.3.6 48:7d:2exc40dea ethl
172.16.3.23 8c:16:45:52:2e:3b ethl
172.16.3.254 9¢:06:1k:80:55:8¢ ethl
172.16.3.20 00:0¢:29:7b:d5:37 ethl
192.168.1.232 60:14:b3:c3:cfifd br-lan

Active [Pv4-Routes

Network Target IPv4-Gateway Metric Table
wan 0.0.0.0/0 172.16.3.254 10 main
wan 172.16.3.0/24 10 main
wan 172.16.3.254 10 main
lan 192.168.1.0/24 0 main
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Active IPv6-Routes

Network Target Source Metric Table
lan fd4d:c39d:6ddd:;/64 1024 main
lan ff02::1 0 local
lan ff02::2 0 local

wan f02::1:2 0 local
lan f02::1:2 0 local
wan f02::1:3 0 local
lan ff02:1:ffceraa2d 0 local
lan ff00::/8 256 local
wan ff00:/8 256 local
lan ff00:/8 256 local
4g f00::/8 256 local

Figure 4-4 Routes interface

4.2.4 System Log

System Log is used to view System log information, as shown in the figure below:

System Log

Tha Jan 1 00:00:00 1970 news notice rate=Oxl

Sun Jan 7 09:04:55 2001 kern. emerg 8188f cZh packet hendler: CZH, ID=12 seg=47 len=4

Wed Jul 24 09:46:11 2019 kern warn kernmel: [T19662.518473] ETLETIX: rt18188£ fill default_txdesc(eland): SP Packet (0x0808) rate=(x0
Wed Jul 24 09:48:16 2019 kern warn kernel: [TI9668. 45793T] RTLATIX: rt18188£ £fill default_txdesciwlan0): SF Facket (0x0608) rate=0x0
Wed Jul 24 09:48:17 2019 kern warn kernel: [T19668.808111] RILET1X: rt18168E cZh packet handler: CZH, ID=1Z2 seq=141 len=4

Wed Jul 24 09:46:1T 2019 kern warn kernel: [T19868.T07T917] ETLATIX: rt18188£ cZh_packet_handler: C2ZH, ID=12 seq-142 len=4

Wed Jul 24 09:48:1T 2019 kern warn kernel: [TI8668 817899] RILATIX: rt18188£ cZh_packet_handler: CZH, ID=12 zeq=143 len=4

fed Jul 24 09:48:18 2019 kern warn kernel: [T19670.446192] RILT1X: rt18188E £ill default txdesciwlan0): SP Packet (0x0608) rate=0x0
Wed Jul 24 09:48:19 2019 kern warn kernel: [T188T1.018271] RILATIX: rt18188£_£ill default txdese(wlan0): 5P Packet {0x0508) rate=0ux0
Wed Jul 24 09:48:20 2019 kern warn kernel: [TI88T2 0160961 RTLATIX: rt18188£ £ill_default_txdesclwlan0): 5P Facket (0x0808)
Wed Jul 24 09:48:21 2019 kern warn kernel: [T19873.446028] RILSTIX: rt18188£_fill_default_txdesclslan0): SP Facket (0x0808)
Wed Jul 24 09:48:22 2019 kern warn kernel: [T19874.018056] RILSTIX: rt18188€ £ill default txdeselwlan(): SP Facket (0x0508)
Wed Jul 123 2019 kern warn kernel: [T19875.018385] RILSTIH: rt18188£_£ill default_txdesc(wlan0): SF Packet (0x0506)
fed Jul 24 09:48:27 2019 kern warn kernel: [T19679.44778B] RILAT1X: rt181688£_fill_default_txdesclwlan0): SP Packet (0x0806) rate
Wed Jul 24 09:48:28 2019 kern warn kernel: [T1B880.018083] RILSTIX: rt15183€ £ill default txdeselwlan(): SP Packet (0x0508) rat
Wed Jul 24 09:46:29 2019 kern warn kernel: [T19681.017840] EILSTIX: rt18188£_fill default_txdesc(rland): 5P Packet (0x0808) rate=0x0
ed Jul 24 09:48:31 2019 kern warn kernel: [T19683.357428] RILATIX: rt18168£_cfh _packet_handler: CZH, ID=12 seq=144 len=4

Wed Jul 24 09:48:31 2019 kern warn kernel: [T19883.457423] RILETIX: rt18188f c2h packet handler: C2H, ID=12 seq=145 len=4

Wed Jul 24 09:46:32 2019 kern warn kernel: [T19683.557389] ETLSTIX: rt18188£ cZh_packet_handler: C2H, ID=12 seq-146 len=d

Figure 4-5 System Log Interface
4.2.5 Kernel Log

Kernel Log is used to view the kernel log information, as shown in the figure below:

Kernel Log

[T18768.453042] RTLSTIX: rt18188£_c2h packet handler: CZK, ID0=12 seq=182 len=d
[T18770.049401] RTLSTIX: rtl81886_fill default_txdesc (lan): SP Packet (0x0808) rate=0x0
[TIBTTE. 118778] RTISTIX: rtl8188£ fi1l default_txdesc (lenll): 5P Packet (Dx080B) rate=(x0
[T13780. 433866 ] RTLSTIN: rtl81885_£111 default_txdesc(lan): SP Packet (0x0808) rate=0x0
[T18761 048790] RTISTIX: rt18188£ £ill default_txdesc(lend): SP Packet (Dx080B) rate=Ox0
[T18782.043800] RTLSTIX: rtl8188£_fi11 default_txdesc (lan): SP Packet (0x0808) rate=0x0
[718782 878776] RTLSTIX: rtl8188£_coh packet handler: C2H, ID=1Z zeq=

[T18763. 1685T4] RTLGTIX: rtl8188£_c2h_packei_handler: C2K, I
[T18783. 488684] KTLSTIX: rt18188£ coh packet_handler: C2H, ID=1Z seq=

(718763, 496316] RTLATIX: rtl8188£_fill_defmult_tidesc(land): 5P Packet (0x0808) rate=0x0
[718784.048861] RTLSTIX: rtl81885 £ill default txdesc (lan): SP Packet (0x0808) rate=0x0
[T1765. 048845] RTISTIX: rtl8188£_fi1l default_txdesc (land): SP Packet (Dx080B) rate=(x0
(715789, 4888911 RTLST1X: rtl81886_fill_default_txdesc (lan): SP Packet (0x0808) rate=0x0
[T18790. 048501 ] RTISTIX: rtl8188£ fi11 default_txdese (land): 5P Packet (Dx080B) rate=(x0
[718791.048502] RTLST1X: rtl81886_fill_default_txdesc (lan): SP Packet (0x0808) rate=0x0
[T18794 648195] RTISTIX: rt18188£ c2h packet handler: CZH, I0=12 seq=185 len=t
[T18794.758150] RTLSTIX: rt181886_c2h_packet_handler: C2H, ID=12 5eq=137 len=d

[718794 858084] RTLSTIX: rtl8188£_c2h packet_handler: C2H, 2

(718795, 268266 ] RTLSTIN: rtl5188£_c2h_packet_handler: C2H,
[T18795. 368277] RTLSTIX: rtl81885 c2h packet_handler: C2H,
(718795, 466127] RTLGTIX: rtl8188£_c2h_packet_handler: C2H, ID=12Z seq=191 len=d

[T18798. 158195] RTLSTIX: rtl81886 fill default txdesc(slan0): SF Packet (Dx0808) rate=0x0
[T18726. 168079] RTLGTIX: rtl8188£_c2h_packet_handler: G2, ID=1Z seq=
[715798.2588025] KTLSTIX: rtl8185€ c2h packet handler: C2K, I s2q
(718796, 398533] RTLSTIX: rtl18188£_c2h packet_handler: CZK, I0=12 seq=194 len=d
[T18797.048365] RTLSTIX: rtl81886_fill default_txdesc(lan): SP Packet (0x0808) rate=0x0
[T18797. 927891] RTISTIX: rt18188£ c2h packet handler: C2H, ID=1Z seq=
[T18798.028103] KTLST1X: rtl81885_coh_packet_handler: C2H, ID=1Z seq=

Figure 4-6 Kernel Log Interface
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4.2.6 Processes

Processes

GW300 LoRaWAN Gateway User Manual

is used to see the progress of the System processes in which you are running, and

can suspend, terminate, and terminate individual process items for each process.

Processes

PID Owner Command

1 root [sbin/procd
2 root [kthreadd]

3 root [ksoftirgd /0]
5 root [kworker/0:0H]
7 root [rcu_sched]

8 root [rcu_bh]

9 root [migration/0]
10 root [khelper]

Figure 4-7

4.2.7 Realtime Graphs

CPU usage (%) Memory usage (%) Hang Up Terminate Kill
0% 1% HANG UP
0% 0% HANG UP
0% 0% HANG UP
0% 0% HANG UP
0% 0% HANG UP

Processes Interface

Realtime Graphs is used to view reaHime chart information: Realtime LoadRealtime Traffic.

Realtime Wireless. Realtime Connections.

1) Realtime Load

Realtime Load

intervals, as shown below:

Realtime Load

1 Minute Load: 1.86
5 Minute Load: 1.81

15 Minute Load: 1.75

Figure 4-8

Average:
Average:

Average:

is used to view the current load value and the average value of different time

= |/

{3 minute window, 3 second interval)

1.85 Peak: 2.06
181 Peak: 1.84
1.75 Peak: 176

Realtime Load Interface
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2) Realtime Traffic

Realtime Traffic is used to view real-time data interaction information, as shown below:

Realtime Traffic

br-lan eth0 ethl wilanQ wwan(

3 9

3m 2m Im
2.13 Mbit/s (272.1 kB/s)
1.42 Mbit/s (1814 kB/s)
725.59 kbit/s (90.7 kB/s)
(3 minute window, 3 second interval)
Inbound: 1.49 kbit/s Average: 3.88 kbit/s Peak: 164.08 kbit/s
(0.19 kB/s) (0.48 kB/s) (20.51 kB/s)
Outbound: 0.42 kbit/s Average: 9.68 kbit/s Peak: 2.58 Mbit/s
(0.05 kB/s) (1.21 kB/s) (329.81 kB/s)

Figure 4-9 Realtime Traffic Interface

3) Realtime Wireless

Realtime Wireless is used to view the current wireless network information, as shown below:

Realtime Wireless

wilan0
3m Zm

-173 dBm

-202 dBm

-231 dBm

(3 minute window, 3 second interval)

Signal:  -155 dBm (SNR 100 dBm) Average: -155 dBm (SNR 100 dBm) Peak: -155 dBm (SNR 100 dBmj
Noise: -255 dBm Average: -255dBm Pealc -255dBm

Figure 4-10 Realtime Wireless Interface

4) Realtime Connections
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Realtime Connections is used to view the current wireless network information, as shown
below:

Realtime Connections

his page gives an overview over currently active network connections.

Active Connections

(3 minute window, 3 second interval)

UDpP: 23 Average: 22 Pealc 40
TCP: 17 Average: 16 Pealk: 23
Other: 14 Average: 13 Pealc 16

Figure 4-11 Realtime Connections Interface

4.3 System

The System menu contains the following categories: System, Administration, Software, Startup,
Schedured Tasks, LED Configuration, Backup/Flash Firmware, and Reboot, which are described
below.

4.3.1 System

You can customize the hostname and time zone in the System properties.Click "SYNC WITH
BROWSER" (WITH BROWSER synchronization) button to adjust the local time, check the
"Enable the NTP client" (check mark next to Enable the NTP client) to synchronize the NTP server
time, if you choose to use other NTP server, please check the check mark next to the
"dojo.provide NTP server" (NTP server) and fill in "the NTP server candidate" text field.Different
languages can be applied according to the purpose (English and simplified Chinese are
supported).

Note After the setting is completed, you need to click the Save&Apply button in the lower right corner to take
effect;

Clicking the Save button will SAVE the user configuration information, but it will not take effect;
Click the Reset button to restore the default configuration;
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System

System Properties

General Settings Logging Language and Style

Local Time ThuJul 25 02:40:56 2019

Hostname Friendcom

Timezone Asia/Shanghai v

Time Synchronization

Enable NTP client |«

Provide NTF server

NTP server candidates 0.openwrt pool.ntp.org ®l
1.openwrt.pool.ntp.org ]
2 openwrt pool.ntp.org ]
3.openwrt.pool.ntp.org ]|

Figure 4-12 System Interface

4.3.2 Administration

Administration can configure the login password and other information of the gateway. Click
the symbol on the right to see the plaintext of the password, as shown below:

Router Password

i

Password

i

Confirmation

Figure 4-13  Administration Interface

4.3.3 Backup / Flash Firmware

Backup/ Flash Firmware allows you to Backup or restore the gateway's Settings and update
the gateway's Firmware.Click the 'Generate Archive' button in the Backup/ Restore column to
Backup the Gateway Settings, and click the 'Upload Archive' button to load the saved Gateway
Settings.

Click the "Flash Image" button in the Flash New Firmware Image column to load the new
gateway firmware and update the gateway firmware.
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Flash operations

Actions Configuration

Backup / Restore

Download backup: | &2

Figure 4-14 Backup/ Flash Firmware Interface

4.3.4 Reboot

In the Reboot, you can restart the gateway device by clicking "Perform Reboot" as shown
below:

System

Reboot
Reboots the operating system of your device
PERFORM REBOOT

Figure 4-15 Reboot Interface
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4.4 Network

The Network menu includes the following: Lora GW, WiFi, Interfaces, DHCP and DNS,
HostNames, Static Routes, Firmware, Diagnostics, which are described below.

441 LoRaGW

The LORA GW is used to view and set the current LORAWAN Settings. The main
parameters set are Gateway ID, server information, LORA RF parameters, etc.

Configuration

LoRa setting

Gateway ID 04A31BfTCEAAZS

© Fixed eight bytes, sixteen strings

server address 172.16.3.135 -
Uplink port{UDP}) 1700 .
oF ~tn carve T .
Downstream port(UDP) 1700 -
© Private server downstream port
RF select frequency AU%15 (CHOD_CHOT) v

© The default frequency is US915 (CH56_CHG3

Figure 4-16 LoRa GW Setting Interface

4.4.2 WiFi

The WIFI is used to query and set the SSID and password of WIFI. In the General Setup
column, you can set the SSID and working mode of WIFI, and in the Wireless Security
column, you can set the encryption mode and password of WIFI.This is as follows:
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Wifi setting

Interface Configuration

General Setup Wireless Security

ESSID lorawan-GW-912-2

Mode Access Point v

SAVE

Figure 4-17  WiFi Setting Interface

4.4.3 Interfaces

Interface can check the status of WAN, LAN, 4G and other network interfaces, set
parameters and add and delete network interfaces.

WAN 4G LAN

Interfaces

Interface Overview

Network Status Actions

Uptime: 9d 4h 23m 36s
~ LaN | MAC-Address: 04:A3:116:CE:AA2S
&3 (L= RX: 82.03 MB (944357 Pkts) - @
*’; %} TX: 545.32 MB (602119 Pkts.) SeilBsy g
- oran [ IPw4: 192.168.1.1/24
IPv6: fd4d:c39d:6ddd:1/60

[ as Uptime: Oh Om 0s
| = MAC-Address: 2A:37:19:72:A1:5B
| _— RX: 0.00 B (0 Pkts) CONNECT ErE
MR TX: 86,65 MB (264197 Pkts.)
Uptime: 6d 5h 33m 53s
f WAN MAC-Address: 04:A3:16:CE:AA:2B -
2 RX: 1.17 GB (9020200 Pkts.) CONNECT E
ethl TX: 181.80 MB (1796553 Pkts.) :

IPv4: 172.163.1/24

ADD NEW INTERFACE ...

Figure 4-18 Interface Interface

For the different colors of different Network blocks in the column of Network, green represents
the downlink Network and red represents the uplink Network.
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The Actions section describes the following:

Num item Description
1 CONNECT To connect to the Internet
2 STOP Stop the interface network connection
3 EDIT Edit interface parameters
4 DELETE Delete the interface

4.4.4 DHCP and DNS

The DHCP and DNS provide detailed management of DHCP server setup, including rental
addresses, the number of allowed rental addresses, and the duration of rental.

DHCP and DNS

=d DHCP-

=
=
[V
4
=
i

Server Settings

General Settings Resolv and Hosts Files TFTP Settings Advanced Settings

Domain required ¥

@ Don't forward

Authoritative [«
© This is the on

Local server /lan/

© Local domain specification. Names matching this domain are never forwarded and are resolved from DHCP or hosts files

Local domain lan
@ Local domain suffix appended to DHCP names and hosts file entries

Log queries

DNS forwardings /example.org/10.1.2.3 a
@ List of [

Figure 4-19 DHCP and DNS Interface

4.4.5 Diagnostics

The Diagnostics category is used to view diagnostic information and is divided into Ping,
Traceroute, and NSLookup. For input guidance, see the following.

1) PING

Enter a specific IP address in the text field above Ping and click the Ping button to Ping the
specified IP.
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Network Utilities

dev.openwrt.org

IPvd ¥

Collecting data...

PING dev. openwrt. org (148.

64 byvtes from 148. 251. 78.
64 byvtes from 148.251. 78.
64 byvtes from 148. 251. 78.
64 byvtes from 148.251. 78.
64 byvtes from 148. 251. 78.

—— dev. openwrt. org ping
3 packets transmitted, 3

round—trip min/avg/max =

2) TRACEROUTE

dev.openwrt.org

Install iputils-traceroute6 for IPv6 traceroute

251.78.235): 56 data bytes

235: =zeq=0 ttl=52 time=219. 874 ms
235: seq=l ttl=52 time=228. 175 ms
235: seq=2 ttl=52 time=221. 828 ms
235: =zeq=3 ttl=52 time=219. 719 ms
235: seq=4 ttl=52 time=219. 301 ms

statistics ——
packets received, 0% packet loss

219.301/221. 779/228. 173 ms

Figure 4-20

GW300 LoRaWAN Gateway User Manual

dev.openwrt.org

PING Interface

Enter the specific URL or IP address above "TRACEROUTE" and click the
"TRACEROUTE" button to trace the specified URL or IP address.

Network Utilities

dev.openwrt.org

|Pvd v

Collecting data...

tev.openwrt.org

Install iputils-tracerouted for IPvE tracerouts

traceroute to dev.opemwrt.org (148.251.78.235), 30 hops max, 33 byte packets

1 *

o

3 100.64.0.1 3.554 ms

4 59, 38.106.161 5.28 ns

5 183, 56.65.18 6.572 n=

§ 202.97.94.180 7.780 ms
To202.97.94.94 27.831 ms

8 202.97.52.94 205.024 ns

O 118.86. 206.82 Z210.830 ns
0 *

11 213.239.224. 263 224.434 ms
12 213, 239.229.14 206,141 me
15 *

14 148, 251.78. 235 214,595 ms

Figure 4-21
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3) NSLOOKUP

Enter the specific URL or IP address above "NSLookup" and click the "NSLookup" button to
view the DNS server at the specified URL or IP address.

Network Utilities

dev.openwrt.org dev.openwrt.org dev.openwrt.org
IPvd v

Install iputils-traceroute6 for IPv6 traceroute

Collecting data...

Server: 001
Address 1: 127.0.0.1 localhost. lan

Name : dev. openwrt. org

Address 1: 148.251.78. 235 static. 235. 78. 251. 148. clients. your—server. de

Address 2: 2a01:4f8:202:43ea::3

Figure 4-22 NSLOOKUP Interface

For all setting categories in the Network column, click Save&Apply button in the lower right comer to take
effect after setting.Clicking the Save button will SAVE the user configuration information, but it will not take
effect.

Click the Reset button to restore the default configuration;

5 Connected to the Network Server

GW300 Lorawan Gateway has built-in Semtech Packet Forwarder, TTN Packet Forwarder
SDK and localhost. It supports connecting to Loriot Network Server, TTN Network Server and
Friendcom Network Server.Loriot Network Server and TTN Network Server are described
below.

5.1 Connectto the TTN Server

GW300 Lorawan Gateway built-in TTN SDK, TTN cloud server currently supports 868MHz
communication configuration, node default use OTAA mode.TTN cloud server address
https://www.thethingsnetwork.org.
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The operation steps of connecting TTN Network Server are as follows:

Step 1: In the GW300 gateway Web configuration page, select Lora GW secondary menu
option from the first-level menu Network, and configure the corresponding parameters in the
Lora Setting.GW300 gateway sets three different TTN server connection domain names
according to different regions. Taking European region as an example, the setting parameters
are shown in the figure below:

LoRa setting

Gateway [D D4A31BTTCEAAZS

© Fixed eight bytes, sixteen strings
| server address  TOUIET a0 INENINGS Network v |
|Up\ink port(UDP) 1700 v |
© Private server up
| Downstream port(UDP) 1700 T |
© Privatis Sarver downstieai oot
RF select frequency AU315 (CHOD_CHOT) v
@ The default frequency is US915 {CH56_CH&3

Figure 5-7 Configurate TTN SDK

Step 2: the new user can log on to https://account.thethingsnetwork.org/register to register
account, has been registered account user directly login, please skip this Step.

Step 3: Login to TTN cloud server, click the account drop-down box and select the option
"Console", select "Gateways" in the Interface that pops up, and then select "Register
Gateways" to Register the new gateway.

Welcome to

This is where the magic happens. Here you can work tions, devices and gateways, manage your integrations,

APPLICATIONS GATEWAYS
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GATEWAYS

You do not have any gateways

Get started by registering one!

Figure 5-8 TTN Gateway registration Interface

Step 4: Fill in the relevant information in the Interface, check "I'm using the Legacy Packet

Forwarder ", and click "Register Gateway" in the lower right corner to complete the Gateway
registration.

‘\THETHINGS CONSOLE
NETWORK cOMMUNITY EDITION

Gateways Register

REGISTER GATEWAY
Gateway ID

A unique, human-readable identifier for your gateway. It can be anything so be creative!

I'm using the legacy packet forwarder
Select this if you are using the legacy Semtech packet forwarder.

Description
Ahuman-readable description of the gateway

Frequency Plan
The freguency plan this gateway will use

Figure 5-9 TTN platform registration gateway

Step 5: Gateway registration is successful. Gateway registration information can be seen in the

Gateways interface. If the Gateway has been connected to the Intemet at this time, the Gateway on-line
information can be seen in the Gateways interface.

Gateways

GAIEWATS \ register gateway

tesz e

Figure 5-10 TTN platform gateway on-line Interface
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6 LoRaWAN Communication Example

The terminal node is connected to the TTN platform through GW300 gateway:
This communication example is based on the WLS02-A0 development suite (Lora Nucleo
EVB EV-010-02 version) integrated with the Friendcom AT instruction set as a
demonstration.

WSL02-A0 is a LORAWAN module based on SX1276 chip, which supports frequencies of
EU868, US915, AU915, AS923, KR920, IN865, etc. This example is based on the
frequency plan of EU868MHz Cases.

Frfendcom

o[ i LB
:’I RESEAVED

-"m

e eny

11 WAL R
[=]C 2l £ ala

8

a0 f
2l Lgdl® »w
2

P ¥d

o000

Figure 6-1 WSL02-A0 Development kit

The terminal node is connected to the Loriot platform through the GW300 gateway

The WSL01-A0 development kit can be connected to the Loriot Network Server via the

GW300 Lorawan gateway that has been added to the Loriot platform. The steps are as
follows:

Step 1: Install the driver file

WSL02-A0 development kit is connected to the computer through USB communication port,

using the driver files that need to be installed before the response.Please refer to the

Friendcom WSL02-A0 user manual for driver installation. The driver files can be obtained
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by contacting service@friendcom.com or the sales staff of Friendcom.

Step 2: Open the serial port tool, select the corresponding port number, and set the
communication baud rate, data bits and other information (WSL02-A0).

il SSCOM V5.13.1 Serial/Net data debugger AuthorTintin, 2618058@qq.com(Newest version) = |8 %

Tools Help EXEfER PCBITH

PORT COM Settings Display Send Data Multi_Strings

ClearData) openrxle\ """"""""" SendFile | Stop nl;;:s:;.ir OnToplv English SaveConfiel BXT | —

Condfun [COM44 Silieon Labs Dusl CF ||~ MEXShow  SaveDats |[ ReceivedToFile|[~ SendiEX [~ SendEvery[20  ms/Tiff¥ AddCrLf

@ Opencon | MersSstiingd [ Shoe Tine and Packe Do Tine (B moltefl BytesTofife v]verifione ~
r =l BaudRaty 15200 ~

TERE R o |
(550085, 13,11 A ESBRCETEMIEHES . KR ThreadhE AT EEBRET S ACKGRIEEYFi A1 SR kT — (A RwEee
www.daxia.com [5:0 RO COM44 Closed 19200bps,8,1,None, None.

Figure 6-2 Set communication parameters of serial port tool
Step 3: To configure node information, refer to the Friendcom Class A/C At Commands Manual

for instructions.

O Query or configure the device address
/I Read all, DevAddr(ABP), DevEui(OTAA), AppEui(OTAA)

AT+ID

AT+ID=DevAddr, "devaddr” /I Set new DevAddr
AT+ID=DevEui, "deveui" /I Set new DevEui
AT+ID=AppEui, "appeui” Il Set new AppEui

O The configured frequency band is EU868

AT+DR=EU868 Il Set frequency band

O Query or configure channels (same as server/gateway side)

AT+CH I/l Query All Channels
AT+CH=NUM,0-7 I/l Enable channel 0-7

O Query or configure RXWin2 information (same as server/gateway side)

AT+RXWIN2 /I Query RX Window2 configuration
AT+RXWIN2=868.1, DR3 I/l Set RXWIN2 868.1MHz/DR3
AT+RXWIN2=868.1,SF7,500 Il Set RXWIN2 868.1MHz/SF7/BW500KHz
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O AQuery or configure the initial output power (need to support the transmission power range
in the frequency band)

AT+POWER=TABLE Il Query band specific power table
AT+POWER=14 /I Set LoRaWAN module TX power to 14dBm

O Query or configure access mode (OTAA access mode in the example)

AT+MODE I/l Query current network access method
AT+MODE=LWOTAA /I Set OTAA network access method

O Query or configure the working mode

AT+CLASS I/l Query current operating mode
AT+CLASS=A Il Enable Class A mode

O Configure ADR mode to tum on or off

AT+ADR=ON /I Enable ADR function

O Configure the key APPKEY (server side and node side need to be configured the same)
AT+KEY=APPKEY, "2B7E151628 AED2A6ABF7158809CF4F3C
Step 4: Log in to the TTN cloud server, click the account drop-down box and select

the option "Console". In the Interface popup, select "Applications" to add application
information.

“ Hi, Guil

ways, manage your integrations,

APPLICATIONS GATEWAYS

Applications

APPLICATIONS

testsensor

Figure 6-8 TTN platform to add applications
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Step 5: Fill in the registration information and click "Add Application" in the lower right corner to
complete the addition.

Applications Add Application
ADD APPLICATION

Application ID

The unique identifier of your application on the network

lorawan_test001

Description

T e e Ty BT T T T
A human readable description of your new app

friendcom test

Application EUI

on EUI will be issued for The Things Metwork block for co

Handler registration

Select the handler you want toregi

r this application to

ttn-handler-eu

Figure 6-9 TTN platform added application Settings Interface
Step 6: Step 6: Enter the device - >;Register Device, fill in the node DevAddr, DevEui and APPKEY
respectively, and click "register” in the lower right comer to complete the registration.

DEVICES E
L L Jyme— O "
registered devices
Applications =4 lorawan_test001 Devices

REGISTER DEVICE

Device ID

This is the unigue ide for the device in this app. The device 1D will be immutable.

alb2c3d4

Device EUI

The device EUI is the unique identifier for this device on the network. You can change the EUI later.

% 1A 2B 3C 4D 5E &F 70 88

App Key

The App Key w d to secure the communication between you device and the network:

> 2B 7E 15 16 28 AE D2 A6 AB F7 15 88 09 CF 4F 3C

App EUI

7@ B3 D5 7E D@ 01 61 1A

Figure 6-10 TTN platform registration terminal devices
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Step 7: Use the App EUI obtained by Step 6, configure the terminal node APPEUI with "AT+ID", and
perform the network entry operation.

AT+ID=AppEui,“70B3D57ED001611A” [/ Set new AppEui

AT+MODE=LWOTAA Il Set OTAA network access method
AT+JOIN=FORCE /I Join network

When you receive the Network Join message, you are returned indicating that you have joined
the Network.

rlk sscomd. 2T fEE-=E(T J1).Emailimcu52@163.com,2007/9 l = | = ﬂh‘

+I0: AppEni, TO:E3:DS:TE:DO:01:61:14
HMODE: LWOTAA

+JOIH: Start

+J0IH: FORCE

+IOIH: Join failed

+TOTH: Tlone

+JOIH: Start

+J0IH: FORCE

+JO0IN: Hetwork joined

+JOIH: HetID 000013 Dewhddr 26:01:2E:60

+JOIH: Done

st (R Bt | BL | #EE0 |Fee0| s | —| '
gOeoms: ~| wigen | @ ST 2o m RO T Ssscon | '
BE[se0 - COEREE {EE: BNE(TT) A4 TR

#iRfa(g -| [ DTRIT RTS [0 REEHT B Tai bt :

121 HwE]q - [ ElfEE ,W me/s% | http:ffwww. daxia. con/download/sscom, rar
I e | FAREHME: | PR R

| 3 28 [None | [aT+TOIF=FORCE

www.daxia.cor |5:79 R:219 COMSIEFfIFT 9600bps,8, 17658 o= |cTs=0 DSR=0 RLSI ;.

Figure 6-11 TTN platform OTAA network

Step 8: The node sends Data through the command "AT+ MSGHEX" and views the Data in the
Data page under the TTN cloud server device list.

Applications &2 lorawan_test001 Devices §=) alb2c3d4 Data
Overview Data Settings
APPLICATION DATA Il pause & clear
uplink  downlink activation ack error
Filters
port
a 15:01:19 2 8 payload: 12 345678

14:54:23 devaddr: 26012B6D 2ppeu: 70B3D57EDO0161 1A deveui: 1A2B 3C4D 5E 6F 70 88

14:54:06 devaddr: 2601 27CA  appeui: 70B3D57EDQO1 61 1A deveui: 1A2B3C4D 5E 6F 70 88

14:52:47 devaddr: 2601 2E80 appeui: 70B3D57EDQ01 611A deveui: 1A2B 3C4D 5E 6F 70 88

ddr: 26012609 appeu: 70B3D57EDO01 61 1A deveui: 1A2B 3C4D 5E 6F 70 88

addr- 26012A81 appeui: 70B3D57EDOO1 61 1A deveui: 1A 2B 3C4D 5E 6F 70 88

Figure 6-12 TTN platform data view
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[/ Factory Data Reset

GW300 gateway design has a one-button function of factory Settings restoration. Long press
the "factory Settings restoration" button on the motherboard for more than 5 seconds, then
release the button. At this time, the status indicator LED1 (red) on the motherboard will flash
once, and GW300 will perform the operation of factory Settings restoration.

1

Caution After the factory Settings are restored, the user will lose all configuration data.

8 To Upgrade the Firmware

GW300 gateway supports USB port local update gateway firmware and Web configuration
Interface remote update firmware two ways, users can update the gateway firmware
according to the site situation.

8.1 USB Port Local Update Firmware

The local firmware update of GW300 gateway is carried out using USB port. The detailed
operation steps are as follows:

1) Copy the firmware am335x-upgrade-firmware-xxxx.tar.gz from the official firmware to
the root directory of the U disk (where XXXX is the version number and the U disk uses
FAT32 file format);

2) Power off the gateway device and then power it on again. After the system starts up,
insert the U disk containing the upgraded firmware into the USB interface on the
motherboard (you can also insert the U disk first and then power it on);

3) After the system detects the U disk containing the updated firmware, the buzzer "drip"
will sound, and then the system will be updated automatically;

4) When the update is completed, the buzzer will beep once every second to remind the U
disk to be removed;

5 Remove the USB flash disk and the system restarts itself.
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Cau'tion The user cannot change the firmware name, otherwise the device will not be

recognized and cannot be upgraded normally.
Please do not power off during Steps 3 and 4, otherwise the upgrade will fail and
the system will have to be upgraded again.

8.2 WEB Remote Update Firmware

GW300 Gateway can use Web configuration Interface to update firmware remotely. The
operation steps are as follows:

1) In the GW300 Gateway Web configuration page, select Backup/ Flash Firmware secondary
menu option in the Level 1 menu of System;

2) Click the "Flash Image" button in the Flash New Firmware Image column to load the official
gateway firmware file provided by Youxunda;

3) Operate according to the prompt and wait for the firmware update;

4) After the update is completed, the buzzer will "drip" and the gateway will restart the system.

9 Frequently Asked Questions

Q1: GW300 provides three data uplink modes. How to determine the current data uplink mode
used by the gateway?

A1: The GW300 gateway supports Ethernet, 4G and WIFI (not yet open) as data uplink modes,
and the priority level is set as Ethernet, WIFI and 4G respectively. That is, when there is a
network cable connection at the WAN port, data uplink is carried out through Ethernet first,
followed by WIFI (not yet open), and finally, 4G.

Q2: Modified the default WiFi account and password of GW300 gateway. How to access the
gateway again if you forget the password?

A2: The PC side connects directly to the gateway's LAN port through the Network cable. By
accessing the gateway's DHCP (the default is 192.168.1.1), you can re-enter the configuration
Interface. Select the secondary column of WIFI in the Network menu of the configuration
Interface, and you can see the modified WIFI SSID and password.

Q3: When switching the mode of Web Interface, why is there no message indicating
whether the switch is successful or not, and even the Web Interface cannot be opened

Page 35



—

Fr I e n d C O m GW300 LoRaWAN Gateway User Manual

normally?

A3: In the process of switching mode, the gateway will restart WIFI, or even switch
LAN/WAN of the network port, resulting in disconnection between the computer and the
device. At this time, the computer cannot get the IP of the gateway device, so it cannot
prompt the user.

Q4: The gateway could not receive node data?

A4: Check whether the RF Select Frequency selection is the same model with the device
and whether the selected channel is consistent with the channel configured by the node
through the Lora GW category under the Network in the level menu of the Web
configuration page.

Q5: How do | determine if the gateway is connected to the cloud server?

AS5: When the gateway is registered to the cloud server, the cloud server will prompt the
gateway whether it is connected.

If the gateway has not been connected to the cloud server, follow these steps to check:

1) Check whether the gateway is connected to the Internet, through the Web configuration
page level menu Network Diagnostics category, click Ping, to see the specific gateway
connection to the Internet ability;

2) If the device is capable of connecting to the Internet, check the cloud server address and
upstream and downstream ports as well as the Web page LORA

Is the SDK configuration launched consistent?

Q6: How to resolve firmware upgrade failure?

A6: Power on GW300. If the status indicator LED1 (red) is always on, it means that the
firmware upgrade failed last time.

Just repeat the upgrade, refer to Section 8 of this document for details.
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